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TPNMOIND XTMPY 9PN DX ,INA TNYD PADN DY NPIIYINT NPIDVN MWAITH NN PTHIN VI
NMNPN DO TN NIWPNNN YIDND YDA NMY DOMNNPNT DXVITIVDN NN, NPNRNNM

IMINYPI 1.2

TPNYNI 9T IN-AX DN Y2 NDED NHPN MPY PIONN 2P DY) TINN 1PN OXDIAX ) NN
NN Mown L(Routing & Switching) nwa NY NHH5 NIINN HY NNVIANM NNVYPNN N0 VP
.(DR) poxn mueirnn 9NN Wy NN ,SCADA 259 ,IT/OT mnw n19n ,(Firewalls) nyaporn
MHIVYPHNN NIVN 1.3

,MIANN DY 120N NNYPNN NPV 5 MPHNY DNVIAR ,NPTIPAN MBNT NNVIAN NPN MIYPNNN NIVH
:IYINNI

.N2591 998 DY ANIINN YVITN MY ,TPN NPODN =
NVINDY NITTIN N7VINY MY NNVPVIIIN DY NNPPM TIXNOIROIMPY =
NVARM NDDN MOIYN DY NAVIV NPRNM XDOPNRII YR =
NPV NPAVNDY OXIN INND PSRN MWITANTNY =
72990 NN 1.4

MNIN DY NI AWNAN 1N NTHRY-INY ,MIAPNND 1PN THDNI MXNNN .OMVNN DIPIN PIIND VI
.D20NN

NI PN 1.5

nhith! NP /7 NN

VI NNAYN NOD 9PN NNN 2337 — YR NN FW (Firewall)

,DO0IW» NP2 oy NRTPNN WX Nmin — Next-Generation Firewall NGFW
.Threat Prevention-y IPS

mnwy — Information Technology s Operational Technology IT/0T
(27 1IPA) NYDIAN MINYA DIN NP DIWNN

21 NP NN — Supervisory Control And Data Acquisition SCADA
PV NPNYND

IR MM PHOXR JNN-X DY NDDIINN NNVIR NNVPVIIIN Zero Trust
9PN NIRYIM TYNNN

DPNN NVWN DINNND DITTIAN OININD NYIN NPIDN — MISVINID Segmentation

N2 NNVPYVIIIN MON NN — High-Level 7 Low-Level Design HLD /LLD
2019 NNHY DY

1w nwn napa — Network Access Control NAC

.Web »mw»5 wx nmin — Web Application Firewall WAF

TN NV NOIYN — Intrusion Prevention System IPS

Y7 N7 nyn — Data Loss Prevention DLP

8P MINN2 Nanm N — Endpoint Detection and Response EDR

.INVIAN 7 NWI DIvon 15910 — Network 7 Security Operations Center NOC 7 SOC

271 T8 navnn — Return Merchandise Authorization RMA

w7 N0 M) — Root Cause Analysis RCA
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DNRPNI NNVIN IMPY 2.2
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DNTPNN NN MW NYROLMN

NAVIV AN Hyan 2.3

MM SLA 71192 N92H0 XMV INND ,INN PO, N0 APV ), MINYPN DD NN 5110
IVPNNN NMPN 9D TINY
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FortiEDR, FortiXDR, FortiSIEM, FortiSOAR, FortiPAM, 30 AR' PAM O”f Fortinet
FortiSASE, FortiNAC, FortiNAC OT, FortiGate Rugged ! Se’curity

Catalyst 9400, Catalyst 9200L, Nexus, Meraki, Cisco Secure Switching, Routing,

Access, Duo, Cisco XDR, Cisco Secure Email, Cisco Secure Secure Access, Cisco
Endpoint, Cisco Cyber Vision XDR, OT Visibility
BIG IP LTM, BIG IP ASM, BIG IP APM, BIG IP AFM, Virtual WAF Load

Balancing, Zero
Trust, Application
Security

Editions Azure, Distributed Cloud WAAP, Distributed Cloud
Zero Trust, Distributed Cloud Security Analytics

Fs

Quantum  Firewalls, Quantum Spark, SmartConsole,
CloudGuard, Harmony Connect, Harmony SASE, Harmony Perimeter Security, Check
Endpoint, Harmony Email & Collaboration, Infinity XDR/XPR, SASE, XDR, OT

Infinity SOC, Infinity Exposure Management, Quantum OT Security Point
Security

PA Series Firewalls, Prisma Access, GlobalProtect, Cortex NGEW SASE

XDR, Cortex XSIAM, Cortex XSOAR, Cortex Exposure XDR ’SO AR Orll Palo Alto

Management, IoT Security, Industrial OT Security, Prisma SaaS ' y Networks

Security Security

(D522 ¥13) YYNRI NN — 0P 1198 3.2

:(N2>200 90 NYNNND ,1PPON NNYYI) DIRAN DMIMPN NV Y227 DX ,INPN P2 ,PINNDY POND WIT PION

Tpan o) 1N

(TLV Municipal Switch)y xnn C9400-LC-48P Cisco

09501 DOVNNYN NNND N MTOY C9410R Chassis (x2) Cisco

G10 onw Core »nn Nexus N3K-C3172TQ-10GT (x2) Cisco

WAN>n C9200L-24T-4G Cisco

DNV INN C9300L-24T-4X Cisco

SCADA»Mn C9200L-48T-4G (x2) Cisco

nyvw, MPLS, WAN vyqo»x»any ISR4351 7 ASR920 7 C1111-4P 7 ISR900 / Cisco
nann 887VA

NYVINON NY) MTIP) Meraki MR36 / MR 33 Cisco

OT/ICSmNIN MOVN Cisco Cyber Vision Cisco

-ZTNAY NNLIINN PININ DY) Cisco Secure Access Cisco

Y15V 17 NN Duo Security Cisco
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71N NNVINND DY)
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YNOIYN 39 NANM NN
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VTN NT YN MNMIN
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Cisco XDR

Secure Email
FortiGate 60F
FortiGate 400F (x2)
FortiGate 40F
FortiAnalyzer VM
FortiAuthenticator
FortiNAC
FortiNAC OT
FortiSASE
FortiSIEM
FortiSOAR
FortiEDR 7 FortiXDR
Quantum 6400 (x2)
Quantum Spark 1575
Quantum 3100 (x2)
CloudGuard
Harmony Connect
Harmony SASE
Harmony Endpoint
Infinity XDR/XPR
Infinity Exposure Management

Quantum OT Security

PA-Series Firewalls

Prisma Access

GlobalProtect

Cortex XDR

Cortex XSIAM
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Zero Trustnw) Distributed Cloud Zero Trust Fs5
NNVIAN NPIVITINY NV Distributed Cloud Security Analytics F5
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SDMNONOLM DMYNINN MIINY OXNNA-Exposure Management, YManagement

(DR) 1YoN1 MYYINDD 9NN — DD 118 3.3

199N o)1 19

VYIVPN 2N C8200L-1N-4T Cisco

WAN» C9200L-24T-4G Cisco

DRANNA nMvpn nyan xnn Catalyst 9200L/9300 Cisco
Firewall DR 9»apn o)1 WFortiGate 60F Fortinet
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MRV MNTIN OMPY FortiAuthenticator Fortinet
DRANN2 9220 511X 12N NV Cortex XDR Palo Alto Networks
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YNNI NNVIAN 2557 K95 DTN DI ,09»P DR -1 9NN TN NPYNINIMNMPM OONTON
Nt Segmentation, »N Firewall, VPN, IPS, m217Y ,019n nya 9nxnN YW NXDN NoYaNY 03w 1n
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21900 MNDNM DIV NYT PIDN WIN Y9 DY NIpna
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Zero Trust. n7VPYVIIIND DXNNAMicro Segmentation NION*

IPSCADA mnva n90 Yy N79pN PNOT HIT mnwa by VN o-

IWIT, OT, DMZ m2>10 2 nmayn ntamPurdue X yons

.M2avn M3 MyinRollback 15N oy MIPIAN NPXIPND VN>

NS NIPIAN NIROYM NDAP MINAN YINdI=

MINYIN NNYPN MXIVN DY RON Tiwns

RPO.ARTO »1yY oxnnaDR n70pvoIN pone

N2D MOIWN NITYY NYNLN 4.2
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FW, VPN, IPS, IDS, NAC, WAF, ZTNA, SASE, PAM, SIEM, m>ayn 5v N7 91yan, nnpne
OT Security."SOAR, EDR, XDR

PN 29 N2°202 NNVAR MOIYN N Ve

IAM. moyymEntra ID 51 P 8)0Ne

.DY221PN NNLIAN MNPNI I MXVNND NNXND NHPNRNN*

.DMOTIYN DXVITIVDY DRNNA NNXN NN MNYPN YINdas
INLAN MTIYM MM 9 4.3

SSL/TLS. mmiyn »n 930N Sv Xon 5ind)e

TN 51072 WITN, NPAINe

MIRYAN NN MOIYN DHind)e

Privileged Accounts. m»awn H¥ 0»nN NN 5=
PAM. m59ynd ms1iv»Ne

MTIYN 9N NVN=

QPN NAD DXTYN MITIVN NMIPYI NVN=
NPTIDM PY NO¥NOIN 4.4

M365.19Azure mM2>200 NPNINN YINAE

Entra ID. »2>59 Swanm Mane

Microsoft Defender E5. 5w 9yansy nynovone
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.Non= Patch Management
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